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Abstract—This piece serves as an exploratory study into the
combination of blockchain-aware smart meters and radical eco-
nomic paradigms. Load shedding is examined through this novel
lens. Load shedding is an established means of preventing system
collapse under emergency conditions. An auctioned load shedding
hierarchy method is proposed whereby participating parties bid
on tokens (SALtoks) guaranteeing access to supply during load
shedding. This method is based on the recently developed Self
Assessed Licenses Sold via Auction paradigm developed. Under
this paradigm, SALtoks are subject to taxes based on valuations,
while also being subject to continuous auction. A case study is
performed on a hypothetical island power system. Higher ranking
SALtoks are held by larger consumers. The method is found
to mitigate economic impacts by allowing industry to maintain
supply during load shedding. Smaller consumers, while subject to
more frequent interruptions, gain the public benefit of increased
income from taxation.

Keywords—load shedding, blockchain, smart contracts, to-
kenised energy

I. INTRODUCTION

Since the early days of electricity, power grids have been
vulnerable to complete collapse when emergency situations
occur. In the case where demand sharply exceeds capacity,
likely due to failure of generation or transmission lines, load
shedding is a proven short-term demand-response solution,
with literature on the subject stretching back to the 1950s [1].
The term refers to the act of intentionally removing part of the
total load so as to match generation with demand. This is done
to limit the chance of system-wide failure and voltage collapse
or frequency diminution [2].

In regions with long-term mismatch between demand and
supply, such as some developing nations, regular load shedding
(or rolling blackouts) become more commonplace. However,
even in more stable power systems, emergency load shedding
is an always-present threat. Load shedding has been shown to
have dire economic impacts [3]. The process usually occurs
in the form of equally distributed rolling blackouts, although
it has been argued that low-income neighbourhoods are more
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likely to be disconnected first [4]. A novel blockchain-based
mechanism may be able to mitigate the economic impacts of
load shedding, while also providing benefits to smaller under-
privileged consumers in the form of increased public funding.

1) Under-Voltage and Under-Frequency Load Shedding:
Load shedding can be implemented based on drastic drop in
either grid voltage or frequency. Under-Voltage Load Shedding
is the method of decreasing load based on the occurrence
of sustained drops below grid voltage [5]. This serves to
minimise potential damage to infrastructure [6]. Similarly,
Under-Frequency Load Shedding refers to schemes based on
sudden drops in grid frequency as a sign of excessive load [7].
Both schemes operate by observing a lower threshold.

2) Existing Load-Shedding Hierarchies: Some existing sys-
tems will shed load based on the location of branches that
are drawing excessive capacity [1]. Automatic relays that
disconnect when an under-frequency case have been present in
power systems for decades [8]. Some arrangements have gone
a step further and suggested partially shedding non-essential
consumer loads [9]. Parsetijo et al. develop a scheme whereby
shedding is concentrated locally to generation loss, with nearby
substations being removed [10]. On a secondary level, they
propose local load shedding at substations that have potential
fast frequency decline rates as well as a corresponding large
effect on reducing voltage [10].

Briefly, Moors et al. determine the most effective order
of purely under-voltage load shedding by constructing a two
dimensional load space. By calculating the Euclidean distance,
the effectiveness of shedding each bus is determined [11]. In
the 2008 paper, Nikoladis er al. construct a method of load
shedding by examining the various sensitivities of power sys-
tem nodes. These sensitivities consist of voltage with respect
to load parameters, as well as loadability margins [7]. When
an emergency occurs, nodes are shed in order of least to most
sensitive until the necessary demand reduction is met.

3) Radical Market Arrangements for Load Shedding: An
ethical and effective load shedding scheme may be realised
by incorporating ideas and concepts from the field of radical
marketplace design. Based on the property taxation scheme
developed by Sun Yat-sen [12], Arnold Harberger proposes
a self-assessment based model. Property owners are free to



choose the listed value of their land, but are taxed proportion-
ally on this appraisal [13]. Owners are compelled to sell to any
party that exceeds their self-valuation. This method serves as
a potential solution to monopoly on land, but also increases
government revenue, theoretically resulting in an increase in
social good.

Harberger’s taxation method was further refined in [14],
forming the basis of their Common Ownership Self-assessed
Tax (COST) mechanism. Property remains self-assessed and
is continually up for auction to any party that outbids the
standing self-appraisal. This aims to ensure that property is
always in the hands of those who most value it most highly,
along with the additional above-mentioned advantages [15].
This new tax would serve to replace other taxes on capital, such
as capital gains or corporation tax [15]. Furthermore, income
taxes could be largely reduced, along with public debt. These
steps may lead to a dramatic increase in social dividend and
public infrastructure funding [15].

This piece will examine the use of a SALSA (Self Assessed
Licenses Sold via Auction)-based hierarchy implemented via
blockchain-enabled smart meters. The SALSA paradigm is as
an evolution of the COST method developed in [14]. This is
proposed as a way of allocating public licenses, subject to
the same self-evaluation as in COST, with emphasis on the
continual period auctions. As with land ownership in the COST
method above, SALSA ensures that the sole license owner best
values their ownership. The method has been put forward as a
more ethical model of allotment in cases such as public facility
use, natural resources [15], [16] and electromagnetic spectrum
auction [17]. Although there are a number of potential radical
markets mechanisms that may be explored, this piece will
examine the interaction of cyber-physical systems with smart
contract ecosystems. SALSA could provide a means of load
shedding in an effective and ethical way, while allowing
consumers who act as economic drivers to maintain their
supply. This may mitigate some negative economic impacts.

This piece serves as an exploratory study linking two
radical paradigms. The first of these paradigms is the concept
of blockchain-aware smart meters that can observe and act
on the state of a smart contract as well as physical grid
conditions (such as voltage and frequency). This smart contract
facilitates the holding and movement of tokenised guarantees
of electricity service, responding appropriately to the canonical
blockchain record. Tokenised energy trade has been the topic
of previous studies [18], [19], but this piece interprets the
concept in a novel way. The second radical paradigm that
is examined is that of a progressive and disruptive economic
mechanism, in the form of SALSA. This dictates the transfer
and instantaneous state of token ownership. Smart contract-
based economic instruments have been examined in previous
studies [20], [21], but, again, this piece takes a novel approach.

4) Rate of Change of Frequency: The Rate Of Change Of
Frequency (ROCOF) of a system is a measure of how the
system reacts to changes in demand and supply. The ROCOF
is dependent on the inertia of system. This value is derived
from the moment of inertia of rotating machines, while also
considering the rated frequency and power imbalance. ROCOF

Fig. 1. Notional island power system used as case study

is calculated as in Equation 1 [22].
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where:

e f, is the rated system frequency,
e H is total system inertia,
e S is rated system power and

e -AP is the power imbalance after the disturbance.

II. METHODOLOGY

This piece proposes SALSA as a basis for establishing
a smart load shedding hierarchy. Inspired by electromagnetic
spectrum allocation as in [17], parties can compete for SALSA-
tokens representing access to electricity within different levels
of load shedding. These SALtoks serve as a a guarantee of sup-
ply within a certain frequency range, based on under-frequency
load shedding. SALtoks can be viewed as a form of tokenised
energy, that can be traded, stored and transferred via an es-
tablished public smart contract with means of communicating
with smart metering systems. When a SALtok is assigned to a
user on this public smart contract, their order in the hierarchy
of load shedding is changed. Otherwise, when the smart meter
senses specific under-frequency conditions, a breaker is opened
and the user is removed from supply. The ranked SALtoks
thus represent a “queue”, with higher valued SALtoks being
the last to be removed from supply. All participants are free to
bid on existing SALtoks at set intervals. After these auctions,
SALtok owners receive the relevant benefits, but are subject to



Algorithm 1: SALtok continuous auction mechanism

Result: SALtoks allocated to highest bidder
«;; while t <= T do
With i bids from i consumers:
foroc=2%; c>=1;0-—-do

@y = max(@;);

>Current holders retain SALtoks if no higher

valuations;

>Winning bid is taxed:

B; = B; + Bay;

t++;
end

end

Algorithm 2: SALSA load shedding mechanism

Result: Implement load shedding
o, 0=X;fort=0;, t<=T; t++ do
if f; < fiim AND f;—+ < fiim then
if ROCOF<0 then
>Shed consumer holding SALtok of tier o;
o
>Allow for potential change in frequency
and ROCOF;

end
end

end

taxes based on their valuation. A portion of currency is held
as collateral when a SALtok is purchased, serving to enforce
the payment of taxes. Shown below is Algorithm 1, which
describes the auction and taxing mechanisms. Furthermore,
Algorithm 2 shows how consumers are affected when load
shedding is implemented.

In comparison to other methods, such as traditional rolling
blackouts, the SALSA-based approach may prove to be more
useful to all parties. Consumers can gain ad-hoc access to
some immunity from load shedding, while the grid operator
has less pressure on generation. The increased income from
taxes can be put towards system upgrades, thus increasing the
public benefits.

For algorithm 1 and 2:

e | is the consumer index,

e [ is the total number of consumers,

e 1 is period index,

e T is the total period !,

e ROCOF is the Rate of Change of Frequency,
e ( is the SALSA rank,

Y is the total number of SALSA ranks (equal to
number of consumers),

for a realistic system, 7 would be continuous and therefore infinite.

e f; is the grid frequency in period ¢,

e  fiim is frequency limit at which load shedding is
implemented for SALtok holders of rank o,

e 7 is the time before load shedding is implemented after
fiim is reached,

e ;; is the SALtok valuation/bid for consumer i in
period ¢,

® @y is the winning (maximum) valuation for SALtok
of rank o in period ¢,

e [ is the % tax imposed on SALtoks per period, and

e B, is the total tax gathered from consumer i.

Smart contracts have potential as disruptive evolutionary
technology, as in [23]. This scheme could be implemented by
a smart contract ecosystem where the purchase of a SALtok
guarantees a level of service from the utility. This is a true code
is law arrangement that relies only on the continued existence
of the framework it is implemented on a public blockchain-
based smart contract, such as Ethereum.

III. TEeST SYSTEM

To test the methodology developed in Section II, a case
study example is examined. The case study considers an
island power system utilising local generation. This fleet of
ten 450kW diesel generators is subject to frequent failures,
and is often unable to meet demand. Furthermore, the island is
vulnerable to inclement weather conditions, which may affect
the supply system. Thus, load shedding is implemented to
prevent total system collapse. It is assumed that all participat-
ing parties have smart meters installed capable of interacting
with the unique blockchain facilitating the transfer of SALtoks.
Furthermore, it is assumed that these meters can detect grid
frequency, and will automatically implement load shedding
when the relevant circumstances occur. Smart meters will open
and close a circuit breaker based on both the state of the
smart contract and current grid frequency. The smart contract
collateralises a portion of currency for each consumer equal to
their SALtok bid, which serves to enforce tax payments. This
paper does not consider the case of consumer reconnection,
but it is assumed that generators can signal their reconnection
which will trigger a gradual restoration of supply to load shed
consumers.

It should be noted that while the SALSA mechanism is
developed as a system-wide method of handling load shedding,
for simplicity the test case only examines this small island
power system.

A set of 30 consumers make up the example island power
system, as shown in Table 1. These parties include data
centres, factories, hospitals, residential neighbourhoods and
office districts. Figure 1 shows a mock-up of the island test
system. There are thus 30 SALtoks in use, representing the
order of load shedding whenever under-frequency conditions
occur.



TABLE L

TABLE II.

CONSUMERS SALTOK OWNERS AND VALUATION
Consumer Description Average demand SALSA rank Valuation Owner
Consumer 1 Data Centre 72 kW 1 na Consumer 7
Consumer 2 Data Centre 357 kW 2 €614 Consumer 17
Consumer 3 Office District 10 kW 3 €594 Consumer 24
Consumer 4 Office District 117 kW 4 €356 Consumer 2
Consumer 5 Factory 131 kW 5 €308 Consumer 20
Consumer 6 Data Centre 180 kW 6 €278 Consumer 16
Consumer 7 Hospital 252 kW 7 €274 Consumer 13
Consumer 8 Office District 33 kW 8 €237 Consumer 29
Consumer 9 Data Centre 141 kW 9 €229 Consumer 15
Consumer 10 Residential Neighbourhood 82 kW 10 €184 Consumer 6
Consumer 11 Residential Neighbourhood 31 kW 11 €169 Consumer 12
Consumer 12 Residential Neighbourhood 163 kW 12 €149 Consumer 9
Consumer 13 Factory 253 kW 13 €128 Consumer 5
Consumer 14 Office District 21 kW 14 €114 Consumer 4
Consumer 15 Factory 209 kW 15 €87 Consumer 10
Consumer 16 Data Centre 275 kW 16 €86 Consumer 19
Consumer 17 Data Centre 669 kW 17 €78 Consumer 1
Consumer 18 Office District 40 kW 18 €49 Consumer 21
Consumer 19 Office District 78 kW 19 €42 Consumer 23
Consumer 20 Data Centre 336 kW 20 €41 Consumer 18
Consumer 21 Data Centre 47 kW 21 €35 Consumer 30
Consumer 22 Office District 33 kW 22 €5 Consumer 8
Consumer 23 Office District 41 kW 23 €3 Consumer 22
Consumer 24 Data Centre 542 kW 24 €2 Consumer 11
Consumer 25 Residential Neighbourhood 21 kW 25 €1 Consumer 14
Consumer 26 Residential Neighbourhood 11 kW 26 €0 Consumer 25
Consumer 27 Residential Neighbourhood 11 kW 27 €0 Consumer 26
Consumer 28 Residential Neighbourhood 5 kW 28 €0 Consumer 27
Consumer 29 Data Centre 218 kW 29 €0 Consumer 3
Consumer 30 Office District 35 kW 30 €0 Consumer 28

1) List of assumptions: Below are a list of assumptions for
the specific test case and simulation.

e All parties have blockchain-enabled smart meters in-
stalled.

e These meters can detect supply frequency and will
automatically disconnect when required.

e  Valuations are collateralised with currency for each
consumer i.e. payments are enforced.

e  Larger consumers are more willing to bid on SALtoks.
e  Taxes are received by the governing body of the island.

e  All generators in the power system are identical and
have the same H-value.

e  ROCOF behaves predictably and does not significantly
overshoot f,, when frequency is recovering.

e Consumers’ demand stay constant over each 24h pe-
riod.

e  Generators can signal the smart contract when they
are returned to working order, triggering a gradual
reconnection of consumers that were shed.

IV. REsuLTs

This section examines and discusses the results of SALtok
valuations, as well as the system’s response during instances
of load shedding.

1) SALSA Rankings and Valuations: Table II shows the
ranking of the 30 consumers i.e. the hierarchy of load shedding
order. Also shown is their SALtok valuation. The SALtok tax
imposed per period is set to 8 = 20%. It is assumed that larger
consumers are more likely to invest in higher ranking SALtoks,
so as to mitigate the effects of unexpected load shedding.
Consumer 7 (the hospital) automatically receives the highest
ranking SALtok without being subjected to the daily tax.

2) Under-Frequency Trigger Example: To demonstrate the
workings on a per-second basis, a one minute period on 27
January is examined. Three generators fail during the inspected
period. The scenario is simulated discretely in MATLAB at a
time resolution of 0.05 seconds. The ROCOF is calculated as
in Equation 1, while generator H values are assumed as 0.6
seconds [24]. Consumers are assumed to keep their demand
constant within the considered period. The f;,, value is set to
49.75 Hz and 7 = 0.1 seconds. This simulation serves as basic
approximation of power system dynamics. It is also assumed
that generators do not significantly overshoot 50Hz.

When the first diesel generator goes offline the frequency
begins to decline. A tenth of a second after f;;,, is reached load
shedding is automatically activated. The first frequency nadir
results in the deactivation of nine consumers, starting with the
lowest SALtok holder. Consumers 28, 3, 27, 26, 25, 14, 11, 22
and 8 are removed in that order. The ROCOF value becomes
positive and the frequency begins to rise. Before the system
can fully recover, a second generator fails, and frequency
again declines. Load shedding is again activated and another
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eight consumers are removed from supply. These consumers
are numbers 30, 18, 23, 21, 1, 19, 10 and 4. After rated
frequency is restored, a third generator fails and frequency
drops again. A final three consumers are disconnected before
the system begins to recover, namely Consumers 5, 9 and
12. This is illustrated in Figure 2. The moment where each
consumer is removed from supply, as well as the moment
or generator failure are also shown in Figure 2. The lower
Jfi1im threshold is added for reference. Figure 3 shows the total
system demand over the examined period. The rapid reductions
when consumers are removed from supply are visible when
Jfiim is reached.

3) Long-Term Example with Taxation: To show the effects
of holding SALtoks over an extended period, a long-term
example is constructed. The examined period considers daily
values over four weeks, from Monday 1 January to Sunday
28 January. Figure 4 shows the reduction in supply over the
considered period. Once again MATLAB is used to simulate the
individual scenarios, and establish how many consumers are
removed from supply.

There are four instances of load shedding in the considered
period (including the example above), with varying degrees of
severity. Each day works in the same manner as in Section
IV-2. The days where load shedding occurs and the affected
consumers are shown below, along with the reduced demand
each day. It can be seen that usually removing a number of

the smaller consumers is enough to stabilise the power system.

At points, such as on 7 January, as many as 14 consumers
are disconnected, resulting in a loss of only 11% of demand.
However, the emergency situation on the 11th of January sees
23 consumers losing supply, resulting in a 38% reduction in
total system load.

The taxing mechanism results in an income of €22 753
over the four week period. Therefore, although smaller con-
sumers bear the brunt of supply interruptions, they ultimately
see the benefits of significant additional public funds gathered
from larger consumers.

V. CoONCLUSIONS

This piece served as an exploratory study into combining
a blockchain-aware smart meter ecosystem with a radical and
disruptive economic model, in the form of SALSA. These
ideas were used to formulate the novel smart contract-based
load shedding hierarchy paradigm. Emphasis was placed on
examining the viability of this radical cyber-physical model,
rather than any blockchain- or power systems engineering
methods. The piece assumes the workings of smart meters
that observes grid conditions and the instantaneous state of
the smart contract before making a decision on the state of its
circuit breaker.

Ultimately, the method allows larger consumers to poten-
tially avoid load shedding. These parties tend to be data centres,
factories and office facilities i.e. economic drivers. Thus, the
economic impacts of reduced electrical supply are reduced.



TABLE III.
LoAD SHEDDING INCIDENTS

Date Number of  Consumers Affected Generation Capacity
Consumers Reduction
Affected

7 Jan 14 28, 3, 27, 26, 25,14, 11, 22, 8, 30, 18, 23, 21, 1 900 kW

8 Jan 4 28, 3, 27, 26 450 kW

11 Jan 23 28, 3, 27, 26, 25,14, 11, 22, 8, 30, 18, 23, 21, 1, 19, 10, 4, 5, 9, 12, 6, 15, 29 1800 kW

27 Jan 9 28, 3, 27, 26, 25,14, 11, 22, 8 1350 kW

If the traditional rolling blackout method were implemented,
many of these parties would likely need to cease operation, or
would need to invest in expensive private backup generation.
Consumers may bid on higher-ranked SALtoks when supply-
sensitive activities are scheduled. While high ranking SALtoks
are ubiquitously held by large-scale consumers, smaller con-
sumers will see the societal benefit of the extra taxes gathered
from SALSA holders. Critical facilities, like hospitals, can be
added to the top of the hierarchy to most-effectively curtail risk
of loss of supply. Further studies may also consider the under-
voltage scenario, and could potentially combine this with the
frequency-based approach discussed in this piece.
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