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ABSTRACT
Current technological developments in the field of wireless communications has enabled the use of ultra-low power, lightweight, miniature types of smart health monitoring devices which are integrated into a Wireless Body Sensor Network (WBSN). Vital signs in humans such as temperature, heartbeat, and pulse can be tracked and detected from a remote location with help of biomedical wireless sensors. This article proposes a method to securely encrypt the patient’s data and transmit it to the authorized doctor using wireless devices with in the hospital premises. This article is aimed at generating electrocardiogram (ECG) based key agreement scheme for the sake of generating a common key in a body area network. This kind of smart health information communication method by means of sensors and internet connection to servers is more confidential and encrypted to protect the patient’s health data. Security and Privacy mechanisms use a significant part of the available energy and should therefore be energy efficient and light weight. The Proposed work in this article is implemented in Telosb running ContikiOS. The TelosB mote is designed for experimentation with low-power personal wireless area network (LoWPAN) with IEEE 802.15.4/ZigBee/Telosb compliant RF transceiver. By using iris or fingerprints, the security of this technique can be further improved.
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I. INTRODUCTION
IoT is booming in every domain so does in the field of medicine. As the numbers of patients in multi-speciality hospitals are increasing day by day, hospitals are built in very large areas with thousands of in-patient beds. Each time when a patient undergoes a scan or ECG or any other tests, the reports are usually generated and given in the form of printouts to the patient and to doctors. This process involves with lot of middle man. There are high changes for the patient data to be leaked being a breach to the patient’s privacy. Hence this article provides a solution to encrypt the patient records and transfer them to doctors/patients securely. 
The various physiological signals should be secured during transmission as they are subjected to patient’s privacy. Several governmental acts across the world has advocated the secured transmission of the WBAN signals. “The Health Insurance Portability and Accountability Act (HIPAA) of 1996 by the United States was the most important one to address about the security and privacy of health data. Title II of HIPAA has mentioned in detail about the procedures and guidelines for secure maintaining of patient’s health particulars, defining the several offenses related to health care and about the civil/criminal amercements in case of violations.
II. SYSTEM OVERVIEW
Electrocardiogram refers to the summated electrical activity of myocardial/heart muscle fibres developed in each heart beat which is recorded from surface of the body. Unipolar and bipolar leads are used in electrocardiography technique. A typical ECG has PQRST complex of waves. P wave denotes atrial depolarization and QRS complex is for ventricular depolarization. ECG is useful in diagnosis, assessing prognosis, in management of various conditions such as myocardial infarction, cardiac arrhythmias, conduction defects, chamber hypertrophy and cardiomyopathies. Fig.1 displays ECG wave and intervals.


The Figure.2 describes the system overview block diagram. For initial development purpose the ECG signal of the patient has been taken from the existing patient database. The acquired ECG signal’s features are extracted using the feature extraction algorithm. The extracted features are encrypted and transmitted to the doctor’s desk and decrypted. This transmission is through wireless device of IEEE 802.15.4 standard. The overall process flow is elaborated in further coming sections. Figure.3 shows the basic ECG signal acquired from the patient database.
III. ALGORITHMS
A. FEATURE EXTRACTION BY PAN-TOMPKINS ALGORITHM
This article involves encryption and transmission of the features extracted rather the signal itself. The various features of ECG signal are recorded from R-R interval, P-T interval, QRS width, R-Peak, P-P interval and many more. The feature extraction is restricted to the first five parameters (mentioned above) over several time intervals and forming a matrix. 
In this article we use an algorithm developed by Pan-Tompkins to extract the QRS complex from an ECG signal. This algorithm is being implemented here with a little modification to suit the requirements for extracting all the parameters along with the QRS complex. The data is normalized after every step.
The Figure.4 shows the steps involved in feature extraction block. Pan-Tompkins algorithm is used with a little modification and the five parameters (Heart rate, P-P interval, P-R interval, R peak, QRS complex duration) are extracted over six periods and put together in the form of a two-dimensional matrix. This parameter matrix is further used in encryption and transmission. The acquired signal is filtered and all noise factors are removed using low pass, high pass filter and moving window integration. Figure.5 displays the moving window integrated signal.
B. ENCRYPTION ALGORITHMS
In the process of encryption, the data or information is encoded in such a way that only authorized parties can view it. The encryption algorithms convert’s the plaintext i.e., the data or information into unreadable cipher text by using an encryption key. An encryption key states how to encode the data. Any antagonist who sees the cipher text should not be able to determine anything about the original information. An authorized party however should be able to decode the cipher text using any decryption algorithm. Same as how encryption algorithms require an encryption key, decryption algorithm also requires a secret decryption key. The antagonists do not have access to the decryption key.  Based on the study of various encryption algorithms, it is found RC5 provides a trade-off between energy and security. 
C. Rivest Cipher 5 (RC5)
RC5 is a symmetric-key block encryption algorithm which is remarkable for its simplicity. The Advanced Encryption Standard (AES) prospect RC6 was based on RC5. RC5 has the following features such as Symmetric Block Cipher, Suitable for hardware and software, Fast, Adaptable to processors of different word-length, Variable number of rounds, Variable length of Cryptographic key, Simple, Low memory Requirements, Data Dependent rotations.
RC5 has a block size of 32, 64 or 128 bits, key size from 0 to 2040 bits and number of rounds starting from 0 to 255. The actual recommended choice of parameters is a block size of 64 bits with a 128-bit key and 12 rounds.
A main feature of RC5 is the use of data-dependent rotations. One important goal of RC5 is to prompt the study and evaluation of operations with cryptography as a base. RC5 also composes a number of modular additions and eXclusive OR (XOR). The general skeleton of the algorithm is a Feistel like network. The key schedule, however is more complex. Expanding the key using an essentially one-way function with the binary expansions of both “e” and the golden ratio as sources of "nothing up my sleeve numbers"[ https://en.wikipedia.org/wiki/RC5] RC5 is claimed to be an attractive object of study for cryptanalysts because of the its novelty towards data-dependent rotations.
The RC5 is basically represented as RC5-w/r/b where 
W is word size in bits, 
R is number of rounds, 
B is number of 8-bit byte in the key.
The RC5 algorithm consists of three separate algorithms built into it. They are the Key Expansion Algorithm, Encryption Algorithm, and Decryption Algorithm. There are thus several distinct RC5 algorithms depending on the choice of parameters w and r. 
‘w’ - The word size in bits each word contains u= (w/8) 8-bit bytes. The titular value of w is 32 bits; permissible values of ‘w’ are 16, 32 and 64. RC5 encrypts two words blocks:  plaintext and cipher text blocks are each 2w bits long.
‘r’ - Denotes the number of rounds. ‘r’ is used  T=2(r+1) words of expanded key table S. Permissible values of ‘r’ are 0, 1….255.
Besides of w and r, RC5 has a variable length secret cryptographic key specified by parameters b and K. Where b is the number of bytes in the secret key K. Allowable values of ‘b’ are 0, 1… 255. Where K is the b byte secret key K[0], K[1],….. K[b-1].
The following are three primitive operations which are used in the three algorithms of RC5. 
1. “+" denotes addition of words modulo 2w
2. “[image: ] ” denotes bit-wise exclusive-OR of words 
3. Rotation x <<< y.: Denotes the rotation of x to the left by y bits 
It is to be noted that only the log2(w) low-order bits of y affect this rotation. 




D. KEY EXPANSION:	
The key-expansion algorithm expands the user's key ‘K’ to fill the expanded key table ‘S’, so that ‘S’ resembles an array of t = 2(r + 1) random binary words determined by K [Ref:  Internet security: Cryptographic principles, algorithms an protocols by Man Young Rhee]. This algorithm make use of  two “magic constants" and comprise of three simple algorithmic parts. 
The two magic constants Pw and Qw are defined for an arbitrary w as follows;
Pw= odd((e-2)2w)
Qw= odd((phi-2)2w)
e = 2:718281828459…… (base of natural logarithms)
Phi = 1:618033988749…..(golden ratio) ;
Where Odd(x) is the odd integer nearest to x.
The first step of key expansion algorithm is to copy the secret key K[0,…, b-1] into an array L[0,....,c-1] of c = [b/u] words. Where u = w/8 is the number of bytes/words. Any unfilled byte positions of L are made to zero. In that case b = c = 0, we reset c to 1 and L[0] to zero.
The second step of key expansion algorithm is to initialize array S to a particular fixed pseudo-random bit pattern, using an arithmetic progression modulo 2w determined by the “magic constants" Pw and Qw. Since Qw is odd, the arithmetic progression has period 2w.

S[0] = Pw;
for i = 1 to t-1 do
S[i] = S[i-1] + Qw;
The third step of key expansion algorithm is to mix in the user's secret key in three passes over the arrays S and L. More precisely, due to the potentially different sizes of S and L, the larger array will be processed three times, and the other array may be handled more that three times.
 i = j = 0;
A = B = 0;
do 3*max(t, c) times:
A = S[i] = (S[i] + A + B) <<< 3;
B = L[j] = (L[j] + A + B) <<< (A + B);
i = (i + 1) mod(t);
j = (j + 1) mod(c);
RC5 key expanded value is shown in Figure 8.
E. ENCRYPTION
The pseudo-code for the encryption algorithm is given below. We assume that the input block is given in two w-bit registers A and B, and that the output is placed in the ct[0] and ct[1].

A = pt[0] + S[0]
B = pt[1] + S[1]
for i = 1 to r do
A = ((A[image: ]B) <<<B) + S[2i]
B = ((B[image: ]A) <<< A) + S[2i + 1]
ct[0]=A;
ct[1]=B;
RC5 encrypted value is shown in Figure 9.


F. DECRYPTION
The decryption procedure is easily derived from the encryption procedure.
A=ct[0], B=ct[1];
for i = r to 1 do
B = ((B-S[2*i+1])>>>A) [image: ]A;
          A = ((A-S[2*i])>>>B) [image: ]B;
pt[1] = B-S[1];
pt[0]=A-S[0];
TelosB mote is compatible with Tiny OS and Contiki OS and a comparison between the two operating system on different features is required to select which operating system is suitable for Wireless body area network (WBAN).
Briefly it can be stated that TinyOS is better suited when resources are really scarce and every little bit of saved memory or computing power can help, Contiki might be the best option when ﬂexibility is a priority, for instance when the node software has to be updated frequently for a large number of nodes. Since for WBAN network flexibility and nice programming platform is required, Contiki OS seems to be more suitable for WBAN networks.


III. DISCUSSION
Cardiovascular diseases are one of the major cause of death in people all over the world. Risk factors such as smoking and stress contributes to increased blood pressure and cholesterol which leads to atheromatous plaque formation and myocardial ischemia. ECG aids in the primary diagnosis of various heart diseases. The digital medicine field has become definitely matured in the past decade. Smart technology such as IoT optimizes physician’s workflow and revitalizes the patient-doctor relationship. Yang Z et al developed an IoT based wearable ECG monitoring system where ECG data was transferred directly to IoT cloud using Wi-Fi. Hypertext Transfer Protocol and MQ Telemetry Transport protocols were implemented in the IoT cloud to furnish visual and timely ECG data to users. Investigations were done on healthy subjects and results showed that the proposed system was reliable in gathering and exhibiting the real-time ECG data.
Yahyaie M et al conducted a study where they examined an IoT-based model for predicting heart attack. The study involved 207 healthy and 64 myocardial infarction cases. Neural networks (NNs) were used for model testing. It was found that the proposed IoT model together with cloud computing and data mining techniques, predicted a heart attack with acceptable accuracy. This was achieved by acquiring the patient’s vital signs and ECG datas instantaneously.


IV. CONCLUSION
The acquired ECG signal from the patient database has been successfully encrypted and the encrypted data is transmitted to the receptor through wireless device like telosb motes and decrypted at the user end using various encryption and decryption algorithms. This article claims that if this concept is implemented in any multi-speciality hospital or diagnostic centres then the patient’s data becomes completely secured and can be made to access only by authorized people. The future scope of this article is to incorporate iris or fingerprints detection to further improve the security and bring in IoT into picture. 
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Figure 1.  ECG wave and intervals
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Figure 2. System overview block diagram
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           Figure 3. Basic ECG signal
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Figure 4. Feature Extraction block
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Figure 5. Moving window Integrated ECG signal
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Figure 6. Extracted Parameters of ECG Signal
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Figure 7. Hashed value
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Figure 8. RC5 key expansion
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Figure 9. RC5 Encrypted data
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Figure 10. RC5 Decrypted value


FIGURE LEGENDS
Figure 1.  ECG wave and intervals
Figure 2. System overview block diagram
Figure 3. Basic ECG signal
Figure 4. Feature Extraction block
Figure 5. Moving window Integrated ECG signal
Figure 6. Extracted Parameters of ECG Signal
Figure 7. Hashed value
Figure 8. RC5 key expansion
Figure 9. RC5 Encrypted data
Figure 10. RC5 Decrypted value







 

image4.jpg
3 FEATURE PERFORMANCE
EXTRACTION ANALYSIS

PATIENT DATABASE ECG OF PATIENT

WIRELESS DEVICE
|IEEE 802.15.4

3

- REMOTE DATABASE GATEWAY
DOCTOR




image5.jpg
absolute value

1.44

1.42

14

138

136

134

132

13
(]

10

acquired ECG signal

3

time in s

1





image6.png
ECG LPF HPF DIFFERENTIATOR
MOVING
PARAMETER WINDOW SQUARING

EXTRACTION

INTEGRATOR|





image7.jpg
normalised value

LE]

08

07

08

05

04

03

02

01

integrated signal

b

3

time in s

1





image8.jpg
matrixorg

& 6 6 & 63 &
6 9 % %5 % 9
6 36 36 36 36 36
77 77 47 &1 el e

1e3 183 143 143 183 143




image9.jpg
nasn1

295 295 295 295 295 295
937 941 538 538 538 538
218 220 218 219 220 220
&1 &1 s26 230 280 521

1711 1711 1711 1711 1711 1711




image10.jpg
[7C5-—32/12/16 examples:
@ key = FAFAF2FIFAFSF6F701030507090BADAF
i key = DBDBDBDBDBDBDBDEDEDBDEDEDEDEDEDB
b key = BSBBCLC7CDD3DIDFESEBFL636A11181F
b key = BEB3B6BYBCBFC2CSCECBCED D4D7DADD
4 key = A1AIASA7AIABADAFELBIBSB7BIBEEDEF
b key = FOFLF2F3F4FSFGF701030567696BD6F
R

key = BSBBGLC7CDD3DIDFESEBFLG36A11181F
8 key = AEBLB4B7BABDCACIC6CICCCFD2DSDEDE
key = EAE2E3E4ESEGEVESE9EAEBECEDEEEFGD
6 key = FOF1F2F3F4FSF6F761030567696B0DGF
i1 key = DCDCDCDCDCDCDCDCDCDCDCDCDCDCDCDG
2 key = BSBBCLC7CDD3DIDFESEBFL636A11181F
13 key = AEBLB4B7BABDCBCICECICCCFDZDSDSDB
14 key = 9CIFAASABABAER1 BAB7BABDCBCICHCY
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C5-32/12/16 exanples:

the encrypted text is given as
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C5-32/12/16 exanples:
the encrypted text and corresponding decrypted text is given with one tab space
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