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Abstract

This paper considers the problem of adaptive control against deception attacks for a class of switched nonlinear cyber-physical
systems (CPSs), in which each subsystem has more general and unknown nonlinearities. Specifically, an adaptive controller is
designed for CPSs with unknown switching mechanisms to mitigate the impact of state-dependent sensor attacks and input-
dependent actuator attacks. Compared with the existing researches, the actuator attacks considered in our paper are input-
dependent, which means the controller is substantially attacked, besides, the signs of unknown time-varying gains caused by
state-dependent sensor attacks and input-dependent actuator attacks are all unknown. To deal with these scenarios, Nussbaum-
type functions are introduced. In addition, by constructing a common Lyapunov function for all subsystems, the closed-loop
system signals are proved to be globally bounded under arbitrary switchings. Finally, we give a simulation example of a
continuously stirred tank reactor system with state-dependent sensor attacks and input-dependent actuator attacks to illustrate

the effectiveness of our results.
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physical systems (CPSs), in which each subsystem has more general and unknown nonlinearities. Specifically, an adaptive
controller is designed for CPSs with unknown switching mechanisms to mitigate the impact of state-dependent sensor attacks
and input-dependent actuator attacks. Compared with the existing researches, the actuator attacks considered in our paper
are input-dependent, which means the controller is substantially attacked, besides, the signs of unknown time-varying gains
caused by state-dependent sensor attacks and input-dependent actuator attacks are all unknown. To deal with these scenarios,
Nussbaum-type functions are introduced. In addition, by constructing a common Lyapunov function for all subsystems, the
closed-loop system signals are proved to be globally bounded under arbitrary switchings. Finally, we give a simulation example
of a continuously stirred tank reactor system with state-dependent sensor attacks and input-dependent actuator attacks to
illustrate the effectiveness of our results.
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1. Introduction

Cyber-physical systems (CPSs) are large-scale engineering systems which realize real-time perception, dynamic
control and information service, they are widely used in environment perception, embedded computing, network
communication and network control, such systems include large-scale manufacturing systems, transportation systems,
power systems and so on. The physical equipments in CPSs communicate through the heterogeneous networks and
have great requirements for safety. Due to the structure and control mode of CPSs, they are vulnerable to be
damaged.

Cyber attacks are the main threats to CPSs and have great impacts on data and security, and hence, it is crucial
to develop strategies that can mitigate their effects on CPSs. Recently, many strategies for mitigating the impact of
attacks have been developed for various types of cyber attacks, for example, strategies for denial of service (DOS)
attacks[1]-[7], deception attacks[8]-[23] and replay attacks[24]-[27]. Deception attacks that inject false information
into sensors or actuators, cause property loss and even endanger personal safety. Many adaptive mechanisms have
been designed for deception attacks in recent years, which can automatically adjust the settings to adapt to the
changes and disturbances of the dynamic systems when systems suffer deception attacks. Yucelen, Haddad and
Feron provided an adaptive control architecture for linear system in [29] to mitigate sensor attacks, where the sign of
state gain caused by sensor attack is assumed to be known. Further, Jin, Haddad and Yucelen designed an adaptive
controller for linear system with both sensor attack and actuator attack in [30], where the actuator attack is state-
dependent. An and Yang constructed an improved adaptive resilient control mechanism for linear system in [28] to
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Fig 1. Flow system in the presence of state-dependent sensor attacks and input-dependent actuator attacks.

reduce the impact of sensor and actuator attacks, which used Nussbaum function to handle the unknown sign of
state gain caused by sensor attack.

For nonlinear CPSs with deception attacks, in [9], an adaptive resilient control strategy was designed for mitigating
the impact of sensor attack and actuator attack in the lower triangular form, which used dynamic surface design
method to avoid complex explosion problems. Ren and Yang provided an adaptive control method in [15] for nonlinear
CPSs with sensor attacks, which used new types of Nussbaum functions to deal with the time-varying gains and the
Nussbaum-type (N) functions are proved to be always effective in the scenarios of time-varying control coefficients
and/or multivariable with unknown signs. In [31], an adaptive control mechanism was proposed for second-order
nonlinear strict-feedback CPSs, which introduced nonlinear functions to deal with unknown time-varying gains.
Further, for switched nonlinear CPSs with sensor attacks and actuator attacks, Li and Zhao [33] provided a resilient
adaptive control scheme, where the switched nonlinear CPSs can describe the industry manufacturing process more
accurately, the effectiveness of the proposed scheme is verified by a class of continuously stirred tank reactor (CSTR)
system. However, under the above adaptive control strategies for mitigating deception attacks, many strategies
only consider sensor attack or actuator attack. When two attacks co-exist, the actuator attack is depicted as state-
dependent, has no substantial impact on the controller. Relatively speaking, it is more necessary to study input-
dependent actuator attacks, which aim at the whole control input u, are more tally with the actual situation. For
example, if the flow system suffers actuator attacks, will affect the whole control input, not the system state, which
is shown in Fig. 1. In addition, in the previous results, the forms of nonlinear functions are usually linear-like or
strict-feedback. Correspondingly, for the nonlinear functions in the system, there are few studies on non-triangular
forms, which are more complex and can describe many practical industrial processes. As far as we know, developing
an adaptive control strategy for switched nonlinear CPSs with state-dependent sensor attacks and input-dependent
actuator attacks, remains a challenging problem.

Inspired by the researches above, an adaptive controller is proposed for switched nonlinear CPSs with state-
dependent sensor attacks and input-dependent actuator attacks. Firstly, we assume that each subsystem of the
switched nonlinear system encounters state-dependent sensor attacks and input-dependent actuator attacks, and
the switching mechanism is unknown. Then, we design an adaptive control mechanism for the compromised system
to recover the system performance as ideal as possible. For better understanding, the following summary of our
contributions are given.

(1) An adaptive controller is designed for switched nonlinear systems in this paper, and the considered systems
encounter both state-dependent sensor attacks and input-dependent actuator attacks simultaneously, in addition,
external disturbances are taken into considered, too. By developing coordinate transformation in the backstepping
design, the provided adaptive control mechanism can effectively ensure the closed-loop system operation steadily.

(2) The considered actuator attacks are modeled as input-dependent actuator attacks related to control input
u, which means that the system encounters multiplicative actuator attacks, not state disturbances adding to the
controller. Further, the proposed control scheme is more tolerant to the occurrence of attacks; it is not only effective
when only sensor attacks or actuator attacks exists, but also when both sensor attacks and actuator attacks coexist.



(3) By introducing N functions, the problems of unknown time-varying gain signs are solved, which are caused by
state-dependent sensor attacks and input-dependent actuator attacks. Different from the works of Ren et al. [15],
An et al. [28], where only the sign of unknown time-varying state feedback coefficient caused by sensor attack is
assumed to be unknown, the signs of unknown time-varying gains caused by state-dependent sensor attacks and
input-dependent actuator attacks considered in our paper are all unknown, which make more drastic attacks be
tolerated.

The content of this article is organized as follows. The main features of state-dependent sensor attacks and input-
dependent actuator attacks are described in Section 2. Section 3 describes the design of controller using backstepping
method. Section 4 gives the simulation results on CSTR, system. Finally, in Section 5, some conclusions are drawn.

2. System description and preliminaries
Consider the following switched nonlinear CPSs whose subsystems are described as

Em () =Tmt1(t) + Pom (Fm41(8)) + dom(t), m=1,2,...,n—1,

En(t) =te(t) + do,n(2(t) + don(t), (1)
where x(t) = |71, 22, ..., 7,]T € R" denotes system state; for each m, &, = [11,Z2,...,2,]T € R™; u,(t) represents
the control input. ¢,,(-),7 = 1,2,...,n, are unknown and continuous nonlinear functions with ¢, ;(0) = 0. dy ;(t)

are disturbances with upper bounds dy;. o := o(t) : [0,00) — S = {1,2,...,Q} is the switching signal, where Q
is the number of subsystems. For clarity, the index o(t) = s € S denotes the s-th subsystem is activated at time
instant t. Without causing confusion, the argument ¢ of variable x(¢) is sometimes dropped for simplifying process.

In fact, the system (1) in CPSs is easily to suffer state-dependent sensor attacks and input-dependent actuator
attacks. However, in the actual industrial process with state-dependent sensor attacks and input-dependent actuator
attacks, x;(t),1 =1,2,...,n, us(t), @i(x;(t),t) and @, o(us(t),t) cannot be obtained accurately, where o;(z;(t), )
are state-dependent sensor attacks and ¢, ,(us(t),t) are input-dependent actuator attacks. Correspondingly, the
compromised system state Z;(¢) and control input @, (t) can be obtained and used in feedback. Next, we give the
compromised system state as

.fz(t) :xi(t)+<pi(xi(t),t), 1=1,2,...,n. (2)

In the actual attack scenario, the state-dependent sensor attacks o;(x;(t),t),t > 0 are time-varying, state-dependent
and parameterized with ¢;(x;(t),t) = pe(t)xi(t), where ps(t) # —1,¢ > 0. The time-varying weights p,(t) are
bounded with |y, ()] < 7i, and have bounded rate of change with |/, ()| < fi,, where fi, and fi, are unknown
positive constants. Further, the compromised control input can be specifically described as

o (t) = ue (t) + Pa,o (uo (), 1). (3)

Correspondingly, the input-dependent actuator attacks ¢, o (us(t),t),t > 0 are time-varying, input-dependent and
parameterized with ¢, o (us(t),t) = pa.o(t)us(t), where p, o (t) # —1,¢t > 0. The time-varying weights p, »(t) are
bounded with |pq,+(t)] < P,, and have bounded rate of change with |paq(t)] < p, ,, Where p,, and p, , are
unknown positive constants.

Remark 1: For non-switched nonlinear CPSs with deception attacks, Ren and Yang provided an adaptive control
method in [15] when sensor attack exist. In [9], an adaptive resilient control strategy was designed to mitigate the
impact of sensor attacks and actuator attacks for the systems in lower triangular form. Comparing with the triangular
form, the nonlinear functions in our system (1) are in non-triangular forms, which have more general nonlinearities
and can describe many practical industrial processes. For instance, the CSTR systems in Section 4 can be described
by our system (1).

This paper aims to design an adaptive controller for switched nonlinear CPS with state-dependent sensor attacks
and input-dependent actuator attacks, which can ensure system operation steadily under arbitrary switchings.

In order to achieve the above objectives, the following analysis will be provided. For state-dependent sensor attacks,

suppose 7, (t) = (1 + uy(t))~1, 2;(t) and 1, (t) have the following relationship

zi(t) = no(1)Zi(t). (4)
Since i, (t) are bounded, there exist positive constants 7ym, 7o,nm and 7o such that 17,.,, < |7,(t)] < 1o and

[0 (1)] < 1o
Further, for input-dependent actuator attacks, suppose wy(t) =1 + pg,»(t), then we can get

Ue (t) = we (t)ug(t).



Similarly, since pq - (t) are bounded, there exist positive constants we m, we,ar and We such that wy m < |we (t)] < we
and |w, (t)] < We.

After being attacked, the signs of unknown time-varying gains (1 + p,(t)) and (1 + pq.c(t)) caused by sensor
attacks and actuator attacks may be changed. The signs of unknown time-varying gains caused by sensor attacks in
[29] and [30] are assumed to be known. Further, Ren and Yang [15], An and Yang [28] used Nussbaum functions to
deal with unknown time-varying gains caused by sensor attacks. Different from the cases that the unknown signs of
time-varying gains considered in them, the signs of unknown time-varying gains (1 + p,(t)) and (1 + pg.(t)) caused
by state-dependent sensor attacks and input-dependent actuator attacks in our work are all unknown.

In this paper, N functions will be introduced for dealing with the unknown signs caused by the unknown time-
varying gains, the definition of N functions and some useful lemmas are as follows.

Definition 1 [35]: If a continuous function N () € N satisfies

h
h— |, N=(A)d(A
lim inf hfo ()l ):0,
hee Jo NH(N)d()
h
NHTN)d(\
lim inf Jrf’o ()()_0,
h—o0 v

then N()\) is named as N function and expressed as N(\) € N C N, where N is the set of Nussbaum functions,
N*t(A) >0 and N~ ()\) <0 are truncated functions with N(\) = N*t(X\) + N~ (\).

Lemma 1: [36] Let V() and A(:) be smooth functions defined on [0, c0) with V' (¢) > 0, A(t) > 0, Vt > 0, if there
exist time-varying functions ¢;(¢t) € L = [I,,, ;] with 0 ¢ L, positive constants A and B that make the following
inequality holds:

V(t) < —AV + B+ zn:(g(t)N()\(t)) + 1)A(t),

Jj=1

where [, and [}, are constants, N(-) € N, then V(¢) and A(t) are bounded for ¢ € [0, 00).

Remark 2: Nussbaum functions are used to solve the stabilization problem of systems with uncertain control
coefficients, for example, they can be used for missile guidance system to deal with gain issues. However, for dealing
with systems which have time-varying and /or multivariable control coefficients with unknown signs, not all Nussbaum

functions are effective [34]. This paper introduce N C N functions to deal with the unknown signs caused by unknown

time-varying gains, and N are proved to be effective when dealing with systems which have time-varying and/or

M cos(ZA) and e*” sin(ZA) are all N

multivariable control coefficients with unknown signs. For example, functions e 5 5

functions.

Remark 3: For clarity, we give a simple example to illustrate the principle of N, Fig. 2 shows N (\) = cos(2mA)\2.
From the example, we know that with the continuous switching of symbols and the increase of amplitude, the system
state is driven to swing constantly, so that the state can swing up and down again and again. When the system
state is close to 0, the system state and the derivative of Nussbamn function become 0. In this case, it is no longer
necessary to know whether the control direction of the system is positive or negative.

The following lemma will be presented to handle the nonlinear terms ¢ ., (-) which related to the unavailable
state Z,41(t), where ¢y () in system (1) are non-triangular.

Lemma 2: [37] For any continuous function ¢(z, z), there always exist smooth functions r(z) > 1 and I(x) > 1

such that |¢(z,z)| < r(2)l(x).

Remark 4: For the non-triangular nonlinear item ¢, (£m+1(t)), the state vector &p,41(t) in which are the abbre-
viation of (21,2, ..., Tm, Lm+1), 1.€. the first m+1 component of state . Further, the system state suffered attacked
and the (m + 1)-th component of compromised system state are Z,,+1(t). From the relationships between x,,11 and
Zm1(8), (4), then ¢gm (Em+1(t)) can be regarded as functions of 7y and Tmy1, where Zpq1 = (Z1,Z2, s Tmg1)-
It is denoted by ¢37m(775,9zcm+1) £ ¢s,m(Tm41(t)). From Lemma 2 and the boundedness of 7, there exist smooth
functions r4(ns), l_s’m(fém+1) and unknown constants 7, such that ¢s,m(7757§m+1) < rs(n)l_s(:fcmﬂ) < /Fsl_sﬁm(.%er]),
where 75 are the upper bound of r4(n;).

Remark 5: The works in [28] and [30] have studied adaptive control strategies for linear systems with sensor
attacks and actuator attacks. Further, the works in [9], [33] and [31] have studied adaptive control strategies for
nonlinear system with sensor attacks and actuator attacks, which, formally, the actuator attacks in their studies
can be regarded as state disturbances adding to the controller. The system we are considering is fundamentally
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Fig 2. The imagine of Nussbaum function.

different from the system in the work of [9] and [33]. The actuator attacks in our system are input-dependent, which
have direct multiplier effects on the controller itself. In fact, it is more realistic to represent actuator attacks as
direct multiplier effects on the controller as a whole. Further, the unknown gains caused by the input-dependent
actuator attacks need to be considered separately, which makes the design of step n more complicated. Therefore,
the controller design we are considering is much more difficult.

3. Adaptive control design for input-dependent actuator attacks

Without loss of generality, we introduce the backstepping design process for the s-th subsystem. First, the following
coordinate transformations are introduced to serve the design of the controller,

€1 =21, € =T —NsQi—1, 1 =2,3,...,1m, (5)
where, for n,, the bound of it is denoted by 0 < 75, < |ns| < 15, and the bounded rate of change is denoted
by [7s] < s, Ns,m, Ms,m and 7, are unknown positive constants. Combining (4) and (5), the following equations are
obtained,

€1 =11, € =T — q;_1, (6)

where «;_; are virtual controllers to be designed. Further, according to (4), (5) and (6), the relation e; = 1sé; holds.
In the following, we will give the steps of designing the adaptive controller for the s-th subsystem.
Step 1: From (1) and (5), we have

€1 =d1 = T2 + ¢s,1(Z2(t)) + ds1(t) = €2 + nsor + ¢s1(E2(t)) + ds 1 ().

Similar to Remark 4, ¢, 1(£2(t)) can be regarded as functions of 75 and To, where o = (%1, #2). And it is denoted
by ¢s.1(ns, T2) = ¢s1(2(t)). Further, from Lemma 2 and the boundedness of 7, there exist smooth functions 7, (7;),
Zs71(i‘2) and unknown constants 7, such that ¢s 1(7s, T2) <y (ns)zs,l(frg) < fszs71(i‘2).

By choosing the following Lyapunov function candidate

we can get

Vi1 =ei(ez + nsay + ¢ (Ea(t)) + do 1 (1) + 0101
<ejes +e1nsay + 617751_5,1(%2) +e1ds 1 (t) + 510,



1 1 1 < 1 —2 < & 1
<oef+ ses +ennsan + saeraly  (T2) + Seefd, ) + 0101 + —, (7)
2 2 2 ; 2 : €1
1 1 1 _ < 1 —2 <k 1
356% + 563 -+ €1Ms01 + 5616%61271(’132) —+ ielefds,l -+ (5151 + :,
1

2

2 is an unknown constant.

where € is a positive constant to be determined and §; = 7737 IVia
Design the virtual controller as

- 1 =
ap = —beg + N()\l)ﬂl — 56161d5,1, (8)
with
1 2
B = 56161511571@2),

Where 31 is the estimate of d1, 5 = 51 — 01, by is a positive constant to be designed, A1 is a smooth function with
A1 = €131. Substitute (8) into (7), we have

)

. 1 1 . 1 .= 1 x
Vi1 Sief + 563 +e1ns(—b1é1 + N(A1)B1 — §€1€1ds,1) + 5616%51271(@)

1 —2 < % 1
+ *Eleids 1 + 51(51 + —
2 ’ €1

1 1 1 A < 1 —
256? + 563 —bief + §€1N(>\1)éfﬁ3512,1(f2) - 561636121
1 5.9 = 1 5,2 < X 1
+ 5616161%}1(.’[}2) + 561€1d8’1 + 6161 + a

1 1 [ S T
=— (b —2)ef + se5 + (MN(A) + Dérzerérols  (22) — seé70112 1 (Z2) + 6161 + —

2 2 s 2 2 €1
o2, Lo ; N s < 8 1
= — b1€1 + 562 + (§1<t)N()\1) + 1))\1 + (51((51 — 5616115)1(.%2) + k(51> — ké161 + : (9)
1
_ 1 . ~ 2 ~ A 1
=—biel + 56% + (SL(E)N(A1) + )AL +61(61 — 7m1,1) — k6101 + =
1

where by = by — %, by > % and ¢ (t) = n?, ma = &1,1 — kgl, k is a constant. The intermediate variable &;,; =
16,822 (i
5€1€7] s,1($2)~

Step 2: Based on (1) and (5), we have

€g = Ty — 1Ns01 — Ns(i1
T3 + P 2(Z3(t)) + ds2(t) — Nsa1 — N6y

day NsT1 — 151 Oay : day
o 2 e T an

es + N5 + ¢ 2(Z3(t)) + ds 2(t) — Nsar — 1s(

Similar to Remark 4 and the proof described above, ¢ 2(#3(t)) can be regarded as functions of 7, and i3, where
T3 = (i1,%2,43). And it is denoted by ¢g2(ns,73) = ¢s2(#3(t)). Further, from Lemma 2 and the boundedness of
ns, there exist smooth functions r,(n;), ls2(Z3) and unknown constants 75 such that ¢ 2(ns,23) < 75(1s)ls2(73) <
Fs[9,2(§3)~

The Lyapunov function candidate is chosen as

Vsa=Vs1+

1 1~ 1~

then

Vo =Vi1 + eales + nsag + bs 2(F3(1)) + ds o (t) — nsay

s



80&1 T]SZI-Zl — 7.73$1 (9051 8a1

—n, 5265 + 3000
77‘(3531 n? 96, o\ )+ 0292 + dodo

Using Young’s inequality, the following inequality holds,

1 1
62¢5,2(‘f3(t)) < 551779@27919 2(1‘3) + T
€1
Based on (1) and Lemma 2, we have
eane 5(341 NsL1 — 151
81’1 773
aa1 . 8@1 nsxl
=€2 7=
a 8371 s
Oaq 1
=2 L (@2 + o1 (E2(1))) — €2 8?“ ”n‘;“
ooy 1 0oy < 1 . Oaq
§€27738~ T2+ 561ﬁ562(8~ )PPRI2 ) (2) + e, e2z T

Substituting (11) and (12) into (10),

. . 1 1 1 -« 1 —2
Vi2 <Vsi1+ 563 + 563 + eansag + 561635252,2@3) + 56163‘15,2
80(1 - 8041 6041 1 ~9
— (== 5 A
6277(3 $2+85 1+6)\1 1)+
Oay

1 ~ 2
e3(——d1 —a)? 50-&-52524-50504‘*,
8 €1

+ 6162(

where 0y = 12 5,77 and &y = 7273 5, are unknown constants.
Design the virtual controller as

_ Oay oo ooy - 1 _ -
= —byéa + — 07, 02 + 2%, — T2+ o —— A1+ N(A2)B2 56162615,27
with
1 . . .
B2 = 27»«61(6151,2 + 02821 + 006015
€2

(14)

where 50 and 52 are the estimates of g and d9, respectively, by is a positive constant to be designed, &2 =
ég(%)glil(%g), b1 = &B12,(i3), o1 = ég(ggi T )2, 2 = &2+ w1 and Ay is a smooth function with
A2 = é30. Further, denote mo 1 = €a1 — kd2 and mp1 = €o,1 — kdp , where k is a constant. Substitute (14) into (13),

we have

2 2

. _ _ 1 . ~

Vo < —bief —byes + 563 + D (GEONKG) + DA+ 0, (8 — ™y j41)
j=1

Jj=1

. day s 1
+ kbo (60 — m0.1) — €2ms 8(:; (6r — m10) — kY 0;0;+6x —
1 j=0

with 62 = b2 — 1, b2 Z 1 and Q(t)
on

2
s
Step i (3 <i<mn—1): Based )

(1) and

(5), we have

€ =T — NsQj—1 — NsOj—1



=Tit1 + ¢s,i(Tix1(t)) + ds i (t) — Nsti—1 — Nsbriz1

. 8&1 Nelj — 775:5 il O » it A1
=eit1 + M50 + Gsi(Tip1(t)) + dsi(t) — Nstiz1 — s E 9% -2 L+ E 2% - d; + 8)\»1 Aj)-
J s ' j=1 7

j=0
From Remark 4, ¢ ;(#;41(t)) can be regarded as functions of 7, and #;41, where ;11 = (%1, %2, -+ ,4i4+1). And

it is denoted by ¢s ;(ns, Tiy1) 2 ¢s,i(£i+1(t)). By Lemma 2 and the boundedness of 7, there exist smooth functions

rs(ns), Z37i(§i+1) and unknown constants 7 such that ¢S,i(7757.%7;+1) <r()ls(2i41) < sts,i(§i+1), where 75 are the
upper bound of r4(n;).

Construct the following Lyapunov function

1 1~
Vei=Vsio1+ 563 + 55?7

then,

Vsz = .s,i 1 + €i<ei+1 + Ns0t; + P, i(i'i+1( ) +ds it ) — s 01

8041 1 Mk —77533 Bozl 14 6&, 15 ~ %
—ns( T TR ! Z Ly +Z +8idi. (15)

j=1 J j=0

Using Young’s inequality, the following inequality holds,

1 1
eid)s,i(ji-l-l(t)) < 56177 67 Tsls 7(I1+1) + T (16)
€1
Based on (1) and Lemma 2, one has
e Z Oaj—q 77537] 773-'17]
ills =~ 625] S
Oa;—q P Oaj— 1779x]
_eljz_: 0z JZ_: 0x; ns
i—1
Oy . Oavi—1 15
=e; Z T@(%‘H + ¢5,5(Zj41(t))) — € Z oz, Usj
7j=1
i—1 i—1
Oa_1 . ~ 3041 1 = 1 . Oai_y .
Seinsj 1 oz, — = Tj41 + 61778 é2 Z 2 EE](IJ'H) + Z — Ns€i 2 8%, T
1 1 1
<‘/Z 1+ 3 2 €; §€i+1 + €iTsC + 26161 db i (17)
i—1 -1
5’ Q-1 8% 1 Oa_1 ;
_einS(, ——Tj+1 +Z a)\j )\j)
Jj=1 j=1
+ 161525Z2 (i’ 1 616260 Z aal Ly — Q4 1)2
D) i Yibs, i\ it . 81}] Lj 1=

j=1

where §; = 12 5,77



The virtual controller is designed as

1. 50& 1 804 15 8a-,1
a; =—b;e 6161d51+z 8Z ]+1+Z T J+1+Z A+ 6(% T0,i—1
j=1 0
i—2 i—1 (904 v
1 1
+N Z do§ . fq,z et1+ = Z 8?5 €o,i-1, (18)
' g=1j=1+q 0
with
ﬂizgel Zasﬂ j1 +000,i1),
7 —_
where &; is the estimate of 8, 0; = 5 — 8, \i is a smooth function with \; = &/;, b; is a positive constant
. ~2 0o X i—1 dai_1 ~
to be designed, denote &;—j11 = & (T554)%E ;(T541), foi1 = & (50 55T — ai1)?, &ia = G ,(Tira),

Tji—j+1 = fj’i,jJrl + Tji—sjs T0,i—1 = fo’ifl + T0,i—2 and 1 = &-,1 - k&, Substitute (16)—(18) into (15), we have

Vi <= _bjel +22+1+Z‘5 — i) +Z<J A+ DA,
=1 =1
i1 i Do L s
+5o(50*701 1) Tlez Z €; —=L Wq,i—q+1)*Uszej#(tso*ﬁo,i—l)
q=1j=q+1 5q = 00
(+1)(i+4) 1
kZ& d; + ( 5 —3) x 2

where b; = b; — 1, b; 71and§j()—nfforj:3,4,...,n—1.
Step n: From (1) and (5), one has

én :us(t) + <;Oa,s(us (t)a t) + ¢sn(x(t)) + ds,n(t) - ﬁsanfl - nsdnfl
=1+ pa,S(t))US(t) + stn(x(t)) + dS,n(t) — NsQp—1 — NsOn—_1

aan 1 77590 77537 = 80(,171 & — aanfl \
=ws () us(t) + s n(T(t)) + dsn(t) — Nstn_1 — ns( § o7, ! 7 LYy e+ 3y A
(e j=0 J j=1

Similar to the proof described above, we can also get that ¢, n(a:(t)) can be regarded as functions of 75 and
T, where Z,, = (&1,%2,...,2,). And it is denoted by @s, n(Nsy Tn) 2 @s,n(xn(t)). Further, from Lemma 2 and the
boundedness of 74, there ex1st smooth functions r4(7s), Is»(#(t)) and unknown constants 7, such that ¢ ,,(1s, 2(t)) <

Ts (778)[&71 (é(t)) < Fs[s,n(%(tn-
Construct the following Lyapunov function

1 1=
Vs,n = ‘/s,n—l + 56721 + 562 —+ 52

5 0n+1>
then,
8an 12 ity Oauy_1 :
Vi Vi1 + en(Wstts — 150 + 0s0) — € le 8~ J+1+Z 5, 0 + > o, V)
+ 1qends nt 1ele on l A (Z(1)) Z > 0 ij—an-1)? (19)
2 2 0%,



(n+2)
261 ’

8 n— =
7616721 Q 1 5]EJ(xJ+1) +4, (5 + 5n+15n+1 +
z;

where 8, = 12 3,77 and p41 =13 5
The virtual controller is designed as

~ a0477, 1~ aan 1 8an 1 aO‘nfl
oy = — bpé, — Glends nt Z Tjt1+ Z ——=Tjn—j+1 T+ Z )\J + —T0,n—1

= 8(5j O\ ddg
n—2 n—1 804 Oovs
1 1
+ Z Z Zs gq,n q+1 Z €; J §0n 1 (20)
" g=1j=1+q q =3
with
n
=% Z &im—j+1 + 00€0,n-1),
O
where 3n is the estimate of 5n, on 3 — 0n, by is a positive constant to be designed, A, is a smooth function
. ; ~ 8 n x . dan—1 £
Wlth)\ :enﬁrm 5]7’7, ]Jrl—e ( gm 1)2l2 ( )7 .7:1727“‘7”_177 §O,n71—e2(2?11 gz 1xj_an 1) >§n,1:

2 n(2(1)), Tjm—jt1 = Ejn—j+1 + Tjn—j and Mo—1 = Eo,n-1 + To,n—2.
The adaptive laws of the parameters are designed as

B0 = Tomt1s 0; = Tjm—ss1s 5 =1,2,....m, (21)
where 7,1 =&p1 — k‘Sn
Then,
Vs,n < ‘7571 + en(Wstts — Nstn) + 5n+1§n+17
where
Vo < —;Ejeg - kaosjsj +;(§](t)N()\ ) DA 4 *4‘2” -2

with b, = b, — 1, b, > 1 and s, (t) = n2.
Then we have the actual control law

u :N()\n+1)5n+1»
ﬁn+1 :én5n+1a$m (22)

)\n+1 :én5n+1a

and the adaptive law of 5n+1

byt = 6202 — kbpy1, (23)

n

where 5n+1 = 5n+1 — 0pt+1 and 5n+1 is the estimate of d,,41.
Then,

3
¥
=

Q?

2:: 461

ntl n2
—2
Z D+, o2

<.
I
o
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=
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Fig 3. The schematic diagram of CSTR.

where ¢,41(t) = wsns.

Define
n+1 2
 ro7  of 7 1 n® +5n — 2
A =min{2by,2bs,...,2b,,k} and B = ]E:O 579532 + o 4e

Using the Young’s inequality, the following relations hold

< 2 1 - 1 a8 .
—kd;0; < —51:5]2. + 5lﬂsf., j=0,1,2,...,n+1.
Then, we can get
. n+1 .
Vin(t) € AV + B+ > (N (N)A(1).
j=1

From Lemma 1, the following theorem can be obtained.

Theorem 1: For system (1) with state-independent sensor attacks ¢;(z;(t),t) and input-independent actuator
attacks @q s(us(t),t), the proposed controller (22) with adaptive laws (21), (23) and constants by > 2,b; > 1,
j=2,3,...,n ensure that all signals of the closed-loop system are bounded under the arbitrary switchings.

4. Simulation results

To verify the theoretical results of the provided adaptive control mechanism for switched nonlinear CPSs in the
presence of state-dependent sensor attacks and input-dependent actuator attacks, simulation example of a class
of CSTR system with state-dependent sensor attacks and input-dependent actuator attacks is introduced in this
section. Fig. 3 shows the schematic diagram of CSTR, system. The kinetic equation of CSTR system in the work of
Li and Zhao [33] is employed in this section, which is described as

Fs(xl,in,s - xl)

T = v + Ksps (w1, 22),
Fs T2in,s — T
by =TT ZTD) | ) AH (o, 720, 22) (24)

where s takes value from the set S = {1,2}, 21 in,s, 21 € R are the chemical species concentration in the input flow
and in the reactor respectively, 2 in s, 22 € R are the reactor and the input flow temperatures respectively. The
physical meaning of the rest part of the system (24) can be found in [32]. To convert the dynamic system (24) into
the form of System (1), the following variable transformations are introduced as I'y = x; — z}, I's = z2 — 23 and
u = Tg. — x5, where a7, 3 and x5, are the steady-state values. Further, suppose that the system (24) encounters
state-dependent sensor attacks and input-dependent actuator attacks, then (24) is rewritten as a switched nonlinear

11



— T
157 —].—‘2 b

States

a5 1 1 1 1 1 1 L 1 I
1] 2 4 6 8 10 12 14 16 18 20

Time (s)

Fig 4. The state of the switched system.

system in the following form

'y =T+ ¢s1(T1,T2),
FQ =XUs + <)Oa,s(us (t)a t) + ¢s,2 (Fla FQ)a (25)
T; =T + ¢i(Ts, 1),

which is exactly the switched nonlinear CPSs form described in our system (1), where x(t) = [['1,T'2]7. Substitute
Fs(21,in,s—27—T"1

the above variable transformations into (24), we can get ¢ 1 = % + K5 (T'y + 25, Tg + 25) — T’z and

Oz = LR 4 (. — wf — D) — AH,(Ty + 27Ty + 23)0 () + 27,2 + 23) — Ty with 6,1(0,0) = 0,
¢s,2(0,0) = 0. Inspired by [32] and [38], the following nonlinear terms are taken into considered, for the first
subsystem,

$11 :F2€_1_F? +(1- e_rl)/(l + e_rl),
¢1,2 =07 — Ty,

and for the second subsystem,

$21 = — 0.2 + 0.4 tanh(I'y + T'2)I'y — 2Ty,
(725272 :Fl COS(F]).

Further, we assume (25) encounters state-dependent sensor attacks (2) and input-dependent actuator attacks (3) as
o1 = —3—0.5co8(t)T'1, pa = 0.5+ 0.75sin(t)Ty and ¢, 1 = ™Dy, @, 0 = cos(t)us.

Next, let the proposed adaptive control mechanism in Section 3 be applied to the system (25), then, the provided
controller and adaptive laws are

- 1 _ -
ar =—bé1 + N\ )B1 — 56161655,17

. Oy = 0y , 5,001 9 < 1 55 = 2
ap = — by + — ——(65(5==)715 1 (&2) + ze1€7l5 1 (Z2) — k6
2 262+ o5 T2 651( 2(8x1) 1(Z2) + Ser€ily (22) 1)
Oay 1 _ =
+ %/M + N(A2)f2 — 561626&72,
u =N(A3)Bs,

12



with

|
=
w

Control input

\ ) . \ \ \ 1 :
0 2 4 6 8 10 12 14 16 18 20
Time (s)

Fig 5. The control input.

Adaptive laws

0 2 4 3 3 10 12 14 16
Time (s)

Fig 6. The adaptive laws.

Fig 7. The switching signal.

B %qél&fi 1(T2),

br =g (BiB( 52

B3 262530437

A =€1B1, A2 = 2B, A3 = é2f33,

% =é§(ai~”5:1 —a1)?, o = ~2(8C31
0% 0%

52 25312,2 kdo, 53 = &2ad — kbs.

- 0
)12, (F2) + 628312 5(E3) + b0e3(omr ity — 1)),
8:51

< 1 . R
)QF (z1) + 561512’1(52) — ko,
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The parameters are taken as by = 1.5, by = 3, k = 0.001, ds1 = ds 2 = 0.1sin(t), s € {1,2}, and the N functions

are chosen as N()\;) = e cos(g)\i)7 i = 1,2,3. Based on the above design, through Theorem 1, we get that all

signals of the closed-loop system are bounded under the switching signal s.
The results show that under the switching signal shown in Fig. 7, the state of system (25) is shown in Fig. 4, the

control input is shown in Fig. 5, and the adaptive law of parameter M,k = 1,2,3 is shown in Fig. 6. The results
demonstrate the designed mechanism is effective when the system encounters state-dependent sensor attacks and
input-dependent actuator attacks.

Remark 6: The work of Li and Zhao [33] proposed an adaptive controller for state-dependent sensor attacks
and state-dependent actuator attacks, where the signs of time-varying gains are assumed to be known. In fact,
the signs of unknown time-varying gains caused by sensor attack and actuator attack may be changed after being
attacked. Different from the work of Li and Zhao [33], the input-dependent actuator attacks in our experiment are
more complex. In addition, the signs of unknown time-varying gains caused by state-dependent sensor attacks and
input-dependent actuator attacks are all unknown in our study, which is different from the work in [33].

5. Conclusions

This article develops an adaptive controller for switched nonlinear system with state-dependent sensor attacks
and input-dependent actuator attacks, especially when the controller is also attacked. The proposed controller can
mitigate the impact of attacks effectively. Specifically, a new coordinate transformation is used in backstepping design
process and new types of Nussbaum functions are introduced to deal with unknown time-varying gains cased by
state-dependent sensor attacks and input-dependent actuator attacks. A common Lyapunov function is constructed
for all subsystems, which can ensure that the signals are globally bounded under arbitrary switchings. In the future,
we can further consider sampling control design, event-driven control design and other methods to study the systems’
security control strategy.
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