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Abstract:

Vehicles in the current era can communicate with other vehicles, roadside units, and networks. This
communication is collaboratively called Vehicle to Everything(V2X) communication. V2X network
leverages modern communication technologies such as DSRC, LTE, and 5G communication. Along with
the leverages of these technologies, potential security threat has also increased. Cybersecurity attacks
are the most common attacks that damage the V2X communication network. In this paper, we will
reveal poetnetial cybersecurity attacks in V2X communication
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Introduction:

The growth of the human population brings numerous challenges; transportation is one of its
challenges. As much as the human population increases, more transport facilities are required. The
number of roadside vehicles increased proportionally with the human population. This massive number
of vehicles on the road brings new challenges such as traffic jams, roadside accidents resulting in loss of
precious human life, polluted atmosphere, noise pollution, and many more. Vehicles in the current era
can communicate with other vehicles, roadside units, and networks. This communication is called
Vehicle to Everything(V2X) communication. . V2X network leverages modern communication
technologies such as DSRC, LTE, and 5G communication.

Along with the leverages of these technologies, potential security threat has also increased.
Cybersecurity attacks are the most common attacks that damage the V2X communication network. In
this paper, we will reveal potential cybersecurity attacks in V2X communication.

Security is an intergeral part of each technologiy and simultaneously increases its demand as much as
technology increases[1-5]. Figure 1 is presenting an overview of V2X communication network. V2X
communication network mainly formed by vehicle to vehicle communication(V2V), Vehicle to Network
communication (V2N), Vehicle to Pedestarian communication (V2P) and Vehicle to Infrastruture
communication (V2I).

Cybersecurity is one of the major security issue in todays technology gloab[6-20]. In this paper we will
reveal cybersecurity threats in V2X communication netwok.
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Fig 1: overview of V2X communication network

Cybersecurity attacks in V2X communication:

In this section we will give an overview of cybersecurity threats commonly found from our literature rev
iew in V2X communication network.

Attack Classification
Behavioral Pattern Attacks on H/W and S/W Attacks on Infrastructure ~ Aftacks on Privacy Data Trust Attacks
- Location Disclosure Attack - Session Hijacking Attack - Identity Revealing - Masquerade Attack
Selfish Attacks Malicious Attacks - Do$ Attack - DD Attack - Location Tracking - Replay Attack
- Message Spoofing - Message Replay Attack - Spoofing and Forgery - Unauthonized Access - Message Tampering
- Sybil Attac - MiM Attack - Tampering Hardware - Hidden Vehicle Attack
- Movement Tracking Sybil Atack . " P Illusion Attack
——— - DoS Attack - Tampering Hardware - Masquerade Attack - Illusion Attac
- Repuciation Altac - Malicious Code Attack - Brute Force Attack Reoudition Attack
Favecdions - Repudiation Attac
Eavesdropping - Black Hole

Fig 2: Attack classification in V2X communication security



Conclusion

In this research we conducted a survey on cybersecurity attacks on vehicle to everything network.
Cybersecurity is most common security threat in all kind of network. V2X communication network also
suffer from cybersecurity attack. Since the daynamic nature of V2X need more intension on inherited
security issues of cybersecurity attacks, and demand extra security features for cybersecurity attacks.
Our research can play a vital role for new researcher in V2X communication security researchers.
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