
P
os
te
d
on

A
u
th
or
ea

20
J
u
l
20
22

—
T
h
e
co
p
y
ri
gh

t
h
ol
d
er

is
th
e
au

th
or
/f
u
n
d
er
.
A
ll
ri
g
h
ts

re
se
rv
ed
.
N
o
re
u
se

w
it
h
ou

t
p
er
m
is
si
on

.
—

h
tt
p
s:
//
d
oi
.o
rg
/1
0.
22
54
1/
au

.1
65
82
81
46
.6
38
77
04
6/
v
1
—

T
h
is

a
p
re
p
ri
n
t
an

d
h
a
s
n
o
t
b
ee
n
p
ee
r
re
v
ie
w
ed
.
D
a
ta

m
ay

b
e
p
re
li
m
in
a
ry
.

Cybersecurity Attacks in Celluler-V2X Communicaiton Networks

Noman Mazher1, Mohmmad Alhaddad1, and Oyunchimeg Shagdar1

1Affiliation not available

July 20, 2022

1



Cybersecurity Attacks in  Celluler-V2X Communicaiton Networks 

Noman Mazher, Mohmmad Alhaddad, Oyunchimeg Shagdar 

 

Abstract: 
Vehicles in the current era can communicate with other vehicles, roadside units, and networks. This 

communication is collaboratively called Vehicle to Everything(V2X) communication. V2X network 

leverages modern communication technologies such as DSRC, LTE, and 5G communication. Along with 

the leverages of these technologies, potential security threat has also increased.   Cybersecurity attacks 

are the most common attacks that damage the V2X communication network. In this paper, we will 

reveal poetnetial cybersecurity attacks in V2X communication 
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Introduction: 
The growth of the human population brings numerous challenges; transportation is one of its 

challenges. As much as the human population increases, more transport facilities are required. The 

number of roadside vehicles increased proportionally with the human population. This massive number 

of vehicles on the road brings new challenges such as traffic jams, roadside accidents resulting in loss of 

precious human life, polluted atmosphere, noise pollution, and many more. Vehicles in the current era 

can communicate with other vehicles, roadside units, and networks. This communication is called 

Vehicle to Everything(V2X) communication. . V2X network leverages modern communication 

technologies such as DSRC, LTE, and 5G communication. 

Along with the leverages of these technologies, potential security threat has also increased.   

Cybersecurity attacks are the most common attacks that damage the V2X communication network. In 

this paper, we will reveal potential cybersecurity attacks in V2X communication. 

Security is an intergeral part of each technologiy and simultaneously increases its demand as much as 

technology increases[1-5]. Figure 1 is presenting an overview of V2X communication network. V2X 

communication network mainly formed by vehicle to vehicle communication(V2V), Vehicle to Network 

communication (V2N), Vehicle to Pedestarian communication (V2P) and Vehicle to Infrastruture 

communication (V2I).  

Cybersecurity is one of the major security issue in todays technology gloab[6-20]. In this paper we will 

reveal cybersecurity threats in V2X communication netwok.  



 

Fig 1: overview of V2X communication network 

Cybersecurity attacks in V2X communication: 
In this section we will give an overview of cybersecurity threats commonly found from our literature rev 

iew in V2X communication network.  

Fig 2: Attack classification in V2X communication security 

 

  



 

Conclusion 
In this research we conducted a survey on cybersecurity attacks on vehicle to everything network. 

Cybersecurity is most common security threat in all kind of network. V2X communication network also 

suffer from cybersecurity attack. Since the daynamic nature of V2X need more intension on inherited 

security issues of cybersecurity attacks, and demand extra security features for cybersecurity attacks. 

Our research can play a vital role for new researcher in V2X communication security researchers.  
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