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Abstract:

Nowadays, security threats are becoming
important problem in the world. Everyone in
this world want to keep an aye on his house
due to threats and risk of theft and robbery,
danger of leaking raw gas, and also requires
safety from fire, at the same time they want to
save energy, and also want to keep an eye on
their house if there are elders or disabled
person in the house.

This system sends the images and the threat
messages to warn the people about the
danger in SMS or MMS form. This system
monitors the irregular activities and functions
with the help of sensors and most importantly
with the web camera and then performs
necessary actions to save assets and warn the
authorized person to take serious steps.

Introduction:

Smart home is usually known by automatic
home or Al(artificial intelligent)home as well
and security system keeps update to owner of
that house while he is far away from home or
out of country.

Security of a house has become an important
issue now a days[1-3]. it is important because
of danger of Intruder, Theft, Robbery, Raw
gas leaking, and Fire and these are the most
important aspects or features of a home
security system as well[4-10]. The difference
between traditional and modern home
security systems is that, in traditional home
security system, the system uses sensors, like
IR(Infrared) is used to detect stranger and
intruder and generally used at doors and
windows, for temperature monitoring the
LM35 is used as temperature sensor, light

dependent resistor(LDR) is used to sense the
amount of light in a room. But all these
sensors uses a lot of resources and money so
are they suitable for us.

This security system also uses the GSM
technology to send SMS to owner's number,
relays to make a connection between devices
and buzzers to make sound to gain possible
help from around and gives the signals in
terms of alarm and also send the SMS to
owner's mobile. But in advanced or modern
security home system, the security system
takes necessary actions like sending message
to defined cell no in the system, and could
also call to nearest police or help center as
well. It includes the web camera installed in
the house used by the special software and
can communicate with internet facility and
can send email to desired email ID to warn
the owner about danger and risk, It also uses
the above mentioned sensors, relays to
connect different devices and buzzers to
make sound as well.

the security system uses the web camera and
special sensors to catch the unnecessary
motion and unwanted actions[9-14]. special
sensors can include the heat sensors, fire
sensors, and humidity sensors etc. when
security system monitor the extraordinary
activities then the system could take special
actions to eliminate the risk and avoid from
the loss. But our security system model uses
no additional user resources like cameras IR
sensors etc. because our model converts a
simple smart home into a complete secure
house without the additional use of
resources.

Background:



As our main focus is on the security factor of
the smart houses so we are taking into
account the best security systems used in the
smart houses Vivint smart home, Front point
Home Security System, Protect America
Home Security etc. before analyzing these
smart home security systems we will analyze
the factors and resources uses in these
security measures so far.

IFTTT support:

IFTTT is a web based service in which
people can create chains of simple
conditional statements also known as applets
which can be triggered by simple changes in
which user can create his own conditions on
which its security measures depend.

Canary system:

The Canary supports the idea of connecting
all of your smart devices together for an
approach of making one security system that
can do a lot. It’s very easy to set up and then
will monitor your house, watch for intruders
and keep the owner updated[6, 7, 15].

Cellular Backup:

Mobiles are important part of security
systems of smart house because owner is
updated on  his house  condition
simultaneously so cellular backup is of most
importance so the owner can be updated
correctly.

Power Outage Backup:

Power outage is major concern so in smart
houses there should be a secondary power
source so the security system keeps working
when there is no power and it should not fail
in power outage.

Environmental Sensors:

all the security systems use thermal, IR and
motion sensors to make sure that the house is
secure and to avoid the theft.

After describing the main factors and tech
uses in smart houses lets discuss how we can
secure the house on 2™ grade without any
expensive Sensors or security measures.

Procedure:

To develop a system which is cost effective
and efficient and provide a secure
environment we developed a model which
does not require new and state of the art
sensors such IR motion etc. The only thing it
requires is any smart home module which has
simple WIFI and GPRS connecters so the
user can get the information about his house
in real life using his phone or PDA using
Short Message Service (SMS) which would
require a connection to the internet. All home
appliances like LED lights and fans are
connected to the module. The only thing we
require is a software integration in the smart
home module.it would use a Boolean
algorithm which would record the state of all
the appliances connected to the smart house
module.

Software design:

In the proposed system programming is done
in ‘JAVA’ language and to configure it
extreme burner is used. The algorithm
maintains a virtual lockdown status of the
house on change of the status of the
lockdown. The software notifies the owner of



that situation and guides the owner on what
to do and how to deal with the situation. The
algorithm has a function which changes the
lock down status of house.

Pseudocode
If
lockdown status is equal to zero
Do not invoke lockdown (function)
Else

Invoke lockdown (function)

Lock down function:
initialize appliances [] with current status
if appliances value changes
notify owner
initialize action to zero
get owner reply
if action value is equal to 1
notify security companies
else break

else continue monitoring

If the user leaves the house the lockdown
function invokes. The user puts the house on
the lockdown state using his phone and the
function saves the current state of all the
home appliances and in case of intruders
attack the states of the appliances changes
and the system then notifies the relevant
users about the change in state of the house in
his absence and asks the user about the
seriousness of the situation if the user ignores
the request the system then maintains its
current state otherwise the system notifies the
authority to counter the intruder.

no

Initialize Lockdown

if lock down
is equal to 1

Initialize appliances []

no

if appliances value
changes

Notify owner

get owner
reply

notify security providers

( Stop )

Flow Chart of the System




Hardware Design:

The hardware of the system uses sim548c
(GSM module) and the smart home module
in system programmer that relays to control
the appliances. The outputs of all the sensors
are connected to the smart house module. A
SIM548C based quad band GSM module
which supports GPS technology for satellite
navigation is used. It provides GPRS
multi-slot class10 / class8 capabilities and
supports GPRS coding schemes

Achievement:

By implementing the system the cost of the
system decrease exponentially because the
system does not require additional sensors to
keep the house secure and if the model is
used while using the additional security
measures it will increase the security factor
of the property.

Results:

This system for smart home is very simple,
cost effective, and easy to use as well. Mostly
this system uses SMS technology to warn the
authorized person about the danger so it is
cheaper in terms of cost as it does not cost
data charges because of MMS but still there
is a option to use the MMS service.

This combination of hardware and software
is very reliable, Convenient, and easy to use
but still there is a chance to not get the
warning message because of poor telecom
services in some areas in the world or
sometimes elders find it difficult to use the
technology or not properly able to read or
understand the message from cell phone.
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Conclusion:

This research paper gave the idea about hardware
design, software design, flow chart of the
system's working and execution and also gives
idea through pseudocode that how situation will
be handle if there is something wrong and
dangerous. This system has been tested on the
smart home model and it can also be tested on
actual and real home as if we got funds.

There is flexibility in the system that users can
get information and output both on PC and
mobile via SMS and MMS technology as well.
but it will be more convenient and easy for users
to get the warning messages on cell phones as it
will be easier for them to monitor their houses
whether they are in any corner of the world.
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