
P
os
te
d
on

A
u
th
or
ea

3
M
ay

20
21

—
C
C
-B

Y
4.
0
—

h
tt
p
s:
//
d
oi
.o
rg
/1
0.
22
54
1/
au

.1
62
00
6
40
9.
92
03
27
36
/v

1
—

T
h
is

a
p
re
p
ri
n
t
an

d
h
as

n
ot

b
ee
n
p
ee
r
re
v
ie
w
ed
.
D
at
a
m
ay

b
e
p
re
li
m
in
ar
y.

Model and implementation of user activity tracking utilizing the

TLS Client Hello’s server name extension

Mauro M.1

1Affiliation not available

May 3, 2021

Abstract

This paper puts forward a feasible, non-intrusive, method of tracking user activity using TLS’s Client Hello section of a

handshake (specified in the TLS protocol), namely the server name extension. This method can provide an attacker with

relevant information regarding patterns and services utilized inside of the target network, further expanding their understanding

of the attack surface, potentially, serving as a tool to determine the timing of an attack or, even, provide an attacker with

knowledge of a point of entry to a given system.
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